
How to proxy HTTPS traffic to the mip REST API? 

A way to handle HTTPS traffic is to use a reverse proxy, in this particular case we will use NGINX as a 

reverse proxy. NGINX will proxy the request towards the API. In this way the HTPS connection will be 

only between the client and the proxy and internally the traffic will be HTTP only. The following picture 

illustrates the sugested topology. 

 

 

To configure the reverse proxy use the next steps: 

1. Download the Nginx stable version from: http://nginx.org/en/download.html 

2. Unzip the files and find the configuration file (nginx.conf) inside the conf folder 

 

 

 

 

http://nginx.org/en/download.html


3. Open the nginx.conf file with a text editor 

viievents { 

   worker_connections  1024; 

} 

 

http {  

    upstream myapp { 

    server localhost:9001; 

    } 

 

    server { 

        listen 80; 

        return 301 https://$host$request_uri; 

    } 

 

    server { 

        listen 443 ssl; 

 

        ssl_certificate        certs/server.crt; 

        ssl_certificate_key    certs/server.key; 

        ssl_client_certificate ssl/certs/ca.crt; 

        location / { 

            proxy_pass http://myapp; 

            proxy_set_header Host $host; 

        } 

    } 

} 
 

 

4. Put the ssl certificates inside ./config/certs folder 

 

 

5. Go to the nginx root folder and start it with the following command: 

  


